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Active Directory context

● NT inheritance
– SAM (Security Account Manager, Samba → V3)

– Active Directory (2000 → 2003) 

– Active Directory Domain Service (2008 → )

● Budget under pressure
● Implemented everywhere



Standard vs proprietary

● Winner and losers

https://www.netmarketshare.com/operating-s

https://www.netmarketshare.com/operating-system-market-share.aspx
https://www.netmarketshare.com/operating-system-market-share.aspx
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AD: yes, looks like a LDAP server

● Root DSE
● 15 Supported Controls

– Server sort, Pages result

– AD related like crossdom_move_target, …

– Note: C++ source code available 
https://msdn.microsoft.com/en-us/library/aa366977(v=vs.85).aspx 

● LDAP listener (389/636, 3268/3269)
● CN=Schema,CN=Configuration,DC=example,dc=com

● ….

https://msdn.microsoft.com/en-us/library/aa366977(v=vs.85).aspx
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Schema

https://msdn.microsoft.com/en-us/library/ms675085(v=vs.85).aspx 
● Standard schema

– OrganizationalUnit, OrganizationalPerson 

– InetOrgPerson (2003 ->)

– NIS: nisMap, nisNetgroup, nisObject

● Microsoft schema
– Because AD is a Microsoft product: Ms..., NT…

– Because AD is part of Windows server: PKI, RRAS, site, DNS, IPSEC,  ...

– Because Microsoft is Microsoft
● groupOUniqueNames, Group-of-Names (Ldap-Display-Name = ….), Group 
● Top: 118 attributes

– When-Created, NT-Security-Descriptor, Object-Guid, USN-Changed, ...
– Description, WWW-Home-Page, Is-Member-Of-DL, …

https://msdn.microsoft.com/en-us/library/ms675085(v=vs.85).aspx


Schema
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Schema

● MS Exchange extension
● Your own extension

– ldifde.exe -v -i -f mySuperSchemaExt.ldif

– Syntax for attributes and objectClass

– Validate each record by
dn:

changetype: modify

add: schemaUpdateNow

schemaUpdateNow: 1

-
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Example

dn: CN=myUniqueKey,CN=Schema,CN=Configuration,DC=example,DC=com
changetype: add
adminDescription: myUniqueKey
adminDisplayName: myUniqueKey
attributeID: 1.3.6.1.4.1.38427.389.200.2
attributeSyntax: 2.5.5.12
cn: myUniqueKey
IsDefunct: FALSE
isMemberOfPartialAttributeSet: TRUE
isSingleValued: FALSE
lDAPDisplayName: myUniqueKey
objectClass: attributeSchema
objectClass: top
oMSyntax: 64
rangeLower: 1
rangeUpper: 64
searchFlags: 5
showInAdvancedViewOnly: FALSE
systemOnly: FALSE

dn:
changetype: modify
add: schemaUpdateNow
schemaUpdateNow: 1
-

dn: CN=myUser,CN=Schema,CN=Configuration,..
changetype: ntdsschemaadd
adminDescription: Auxiliary class for USER
adminDisplayName: myUser
cn: myUser
defaultHidingValue: FALSE
defaultSecurityDescriptor: D:S:
governsID: 1.3.6.1.4.1.38427.389.100.1
IsDefunct: FALSE
ldapDisplayName: myUser
mayContain: myUniqueKey
objectClass: classSchema
objectClass: top
objectClassCategory: 3
possSuperiors: user
rDNAttID: cn
showInAdvancedViewOnly: FALSE
subClassOf: user
systemOnly: FALSE
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Common objects

●

● 262688/ 262690 same but Smartcard required

– Advanced 
(!(userAccountControl=2)) vs 
(!(userAccountControl:1.2.840.113556.1.4.803:=2)) 
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Common objects

● Group of users, contacts, computers, groups
● Group type

– Security (groupType=2147483648)

– Distribution  (!(groupType=*))

● Group scope 
– Domain local  (groupType=4)

– Global  (groupType=2)

– Universal  (groupType=8)
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Group membership

● the cross domain challenge

(&(objectclass=user)
(memberof=CN=grp1,OU=Groups,DC=examp
le,DC=com))

● nested groups

(&(objectclass=group)
(member:1.2.840.113556.1.4.1941:=CN=
user.99,OU=Users,DC=example,DC=com))
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Common objects

● Contacts (no SSID = no authN)

● Computers (objectclass=computer)

● Others
– Managed Service Account (2008R2 ->, Win7 ->)

● New-ADServiceAccount [accountname]
● Install-ADServiceAccount [accountname]
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Windows domain

● GUID
– Global Unique Identifier = 128 bits uniqueKey = objectGUID

– Unique across the world for each object

● SSID
– Security Identifier from NT users and groups, stored in objectSID

– For ACL and access rights

– Can change when moving the hosting domain (Merge, split, migrate)

– S-1-5-32-544 : 
● A revision level, 1
● An identifier authority value, 5 (NT Authority)
● A domain identifier, 32 (Builtin)
● A relative identifier, 544 (Administrators)
● A relative identifier, 513 (domain users)
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Windows domain

● Replication
– One or more sites

– Update Sequence Number (USN)

– Stamps - Each object has a stamp with the version number, timestamp, and the GUID 
of the domain controller where the change was made

– Knowledge Consistency Checker (KCC) 

– REPADMIN /SHOWREPL * /CSV (now ADREPLSTATUS)

– LDAP (389,636,3268) and Kerberos, DNS, SMB, FRS 

● Global catalog
– Domain wise and not server specific (=> ldap://example.com/  is OK)

– Subset of entries and data

– Find servers hosting GC
● BaseDN: cn=sites,CN=Configuration,DC=example,DC=com
● Scope: subtree
● Filter: (&(objectCategory=nTDSDSA)(options:1.2.840.113556.1.4.803:=1))

ldap://example.com/
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Authentication

● user identification
● id/password

– DN, GUID (LDAP://servername/<GUID=XXXXX>), 
SID

● Kerberos
● Strong authentication (Certificate)
● FIDO in future AD release
● Machine authentication

ldap://servername/
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Access rights

● default behavior
● Security descriptor vs Access Control List

– NTSecurityDescriptor

– msExchMailboxSecurityDescriptor

● Manage access rights
– Group Policy Management Console (GPMC)

– dsacls.exe
dsacls “cn=mickey mouse,ou=people,dc=example,dc=com”

– Powershell 
(Get-Acl 'cn=mickey 
mouse,ou=people,dc=example,dc=com').access | ft 
identityreference, accesscontroltype -AutoSize





Access rights
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Logs

● Event viewer
● GPO

– Directory Service Access 

– Directory Service Changes 

– Directory Service Replication 

– Detailed Directory Service Replication 
● auditpol /set /subcategory:"directory service changes" /success:enable

● In SASLs
● LDAP logging

– → 2012 

– 2012 →       
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics\"16 LDAP 
Interface Events"=dword:00000005
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Tools

● Microsoft Management Console (MMC)
● ADUC vs ADAC
● adsiedit.msc
● ldp.exe
● ldifde.exe

ldifde -i -u -f myData.ldif -s server:port -b username domain 
password -j . -c "cn=Configuration,DC=xxxx"

● DS tools (dsquery, dsadd, dsmod, dsacls)
● Powershell

– Import-Module ActiveDirectory -PSSession $s
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Password policy

Reset password: the challenge
● Prepare access rights

– Create a basic domain account with no additional privileges

– Use Delegate control wizard from within ADUC
● User objects
● Reset password
● Write lockoutTime (if unlock is enabled)
● Write shadowlastchange

● Prepare Password

MySecretPassword → double quote   → “MySecretPassword” → base64 UTF-16 → 
 IAAcIE0AeQBTAGUAYwByAGUAdABQAGEAcwBzAHcAbwByAGQAHSA=

● Apply to user

LDAPS → ldapmodify 

UnicodePwd:: 
IAAcIE0AeQBTAGUAYwByAGUAdABQAGEAcwBzAHcAbwByAGQAHSA=



Password policy

● Default domain password policy (gpmc.msc)
– Password Policy (history, strength)

– Account Lockout Policy ()
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Looking around

● AD LDS
● ADFS (Identity federation)
● Microsoft Azure Active Directory
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Conclusion

● Active Directory is a true LDAP server
● Multiple MS tools set
● Standard and MS oriented approach coexist
● Take time to discover and test capabilities



Questions are welcome now or later
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