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Session Objective

Think about how to implement user access
controls on machines running in the cloud.
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History

Knowing the path forwardneans
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Building Blocks
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different...something smarter...something cooler!
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Operating Systel

Theldm engine
bolts into chassis
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Cloud Infrastructure
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Basic Building Blocks

1. POSIX security controls _
2. Directory services Best practices
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Advanced Building Blocks

3. Mediation relatively new practice




Building Blocks Conceptual

directory
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BuildingBlock Actual

Dam sudo nss

directory dap
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Building Blocks AuthN

Pluggable authentication module

From Wikipedia, the free encyclopedia

A pluggable authentication module (PAM) is a mechanism to integrate multiple low-level
authentication schemes into a high-level application programming interface (API). It allows programs
that rely on authentication to be written independently of the underlying authentication scheme. PAM
was first proposed by Sun Microsystems in an Open Software Foundation Request for Comments
(RFC) 86.0 dated October 1995. It was adopted as the authentication framework of the Common
Desktop Environment. As a stand-alone open-source infrastructure, PAM first appeared in Red Hat

i;ﬁi‘zr In August 1996. PAM is currently supported in the AlX operating system, U%
[1] FreeBSD, HP-UX, Linux, Mac OS X, NetBSD and Solaris.
©
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Pluggable Authentication
Module

A Authentication
A Coarsegrained Authorization

Just an authN service
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Building Blocks AuthZ sudo

sudo

From Wikipedia, the free encyclopedia

run programs with the security privileges of another user, by default the superuser.[4] It originally stood for
"superuser do"[®] as the older versions of sudo were designed to run commands only as the superuser.
However, the later versions added support for running commands not only as the superuser but also as other
(restricted) users, and thus it is also commonly expanded as "substitute user do".[61l7] Although the latter

case reflects its current functionality more accurately, sudo is still often called "superuser do" since it is so
<Gften used for administrative tasks >
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sudo sudo

Just an authZ service

/usr/bin/
whoami
9 @

admins auditors users B o




Building Blocksg Reporting ﬂ

Name Service Switch

From Wikipedia, the free encyclopedia

The Name Service Switch (NSS) is a facility ir@(e operating s@that provides a variety of
sources for common configuration databases and name resolution mechanisms. These sources

include local operating system files (such as /etc/passwd, /etc/group, and /etc/hosts), the
Domain Name System (DNS), the Network Information Service (NIS), an

C
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Name Service Switch ﬂ

A Used by unix processes to lookup user and
group Iinfo

Just a lookup service
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What is LDAP
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