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Session Objective 
 

 

    Think about how to implement user access 
controls on machines running in the cloud. 
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Session Agenda 
Å History of Unix 

Å Building Blocks 

Å Security Model 

Å Data Model 

Å Solution 

Å Demo 
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    Knowing the path forward means 
understanding ǿƘŜǊŜ ǿŜΩǾŜ ōŜŜƴΦ 
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History 
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History 

https://upload.wikimedia.org/wikipedia/commons/7/77/Unix_history-simple.svg 
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Building Blocks 

LDAPCon, Brussels 2017 9 



The Wheel 

Å[ŜǘΩǎ ƴƻǘ 
reinvent 
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Operating System 
AIX 
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The Idm engine 
bolts into chassis 
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Cloud Infrastructure 
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runs on the 
highways 
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Basic Building Blocks 

 

1. POSIX security controls 

2. Directory services  
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Best  practices 



Advanced Building Blocks 

 

3. Mediation relatively new practice 
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Building Blocks Conceptual 
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Building Block Actual 

LDAPCon, Brussels 2017 16 



Building Blocks - AuthN 
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Pluggable Authentication  
Module 

ÅAuthentication 

ÅCoarse-grained Authorization 
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Just an authN service 



Building Blocks - AuthZ 
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sudo 
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Just an authZ service 



Building Blocks ς Reporting 
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Name Service Switch 

ÅUsed by unix processes to lookup user and 
group info 
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Just a lookup service 



What is LDAP 
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